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Prefa
eFreeSCADA stands for �Free Supervisory, Control and Data A
quisition� and is a system based onopensour
e-
omponents. The system is designed for 
ontrolling and/or 
olle
ting data about various pro-
esses. The te
hnology used in a
hieving this is normal modern PC-hardware in 
ombination with varioussensors and a
tuators 
onne
ted to the PC.From what we know no su
h system previously existed in the opensour
e-
ommunity and this approa
h toimplementing SCADA systems is a bit di�erent from most traditional systems, whi
h aren't based on generalpurpose 
omputers and networking. FreeSCADA is 
reated by 
omputer pra
titioners and therefore usete
hnologies 
ommon in the 
omputer industry, su
h as SQL-databases, TCP/IP, HTTP and general purposeprogramming languages. This gives the developer a mu
h more advan
ed and �exible environment 
omparedto systems not based on general purpose 
omputers and operating systems. We think it gives the developerthe 
han
e to 
reate mu
h more elaborate systems whi
h perform better than their 
ompetition.What this do
ument will try to do is to present FreeSCADA from a te
hni
al standpoint. It will 
over:
• an overview of the di�erent parts making up the whole
• how the pie
es �t together
• how to install FreeSCADA
• how to 
on�gure FreeSCADA
• some maintenan
e tasks, like doing ba
kups and similar thingsSin
e FreeSCADA is a moving target every little detail of the system is hard to 
over in this do
ument,but this do
ument should at least summarize the most important aspe
ts of dealing with FreeSCADA1./The FreeSCADA-team

1The most re
ent version of this do
ument is available from http://www.frees
ada.orgiii
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Chapter 1OverviewOne thing to note from the start is that FreeSCADA is based on a Unix operating system and thereforemany of the design-de
isions are strongly in�uen
ed by the Unix-philosophy. Key prin
iples are:
• Small spe
ialized parts
• Combine small tools to a

omplish greater tasks
• Keep things simple
• Use TCP/IP
• Use a SQL-databaseA 
onsequen
e of keeping parts small is that the number of parts gets rather large. In this 
hapter everypart of the FreeSCADA-system is presented and a 
on
luding graph displaying how they are tied togetheris given.
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Fig. 1.1: FreeSCADAS 
omponents.1.1 FreeBSDThe FreeSCADA system is primarily designed to run on the FreeBSD operating system. In order to ease theinstallation and 
on�guration of FreeSCADA, a 
ustom distribution of FreeBSD is used. This FreeSCADAversion of FreeBSD 
ontains all the required pa
kages in
luding the FreeSCADA system, and during instal-lation the FreeSCADA system is automati
ally 
on�gured.FreeSCADA is also 
ompatible with other UNIX systems, su
h as Linux for example, but with a slightlymore 
omplex installation pro
edure. 1



Raditex AB Control (2004-090-6)1.2 The databaseA very 
entral part of FreeSCADA is the database. FreeSCADA uses a SQL-database for almost everypart of it's operation, it is used both for keeping 
on�guration and storing histori
al data about the 
on-trolled/observed pro
ess. In version 1.0 of FreeSCADA the DBMS MySQL is used, future versions areplanned to be based on PostgreSQL sin
e it is more standards 
ompliant and more likely to not get entangledin bothersome 
opyright problems.1.3 fshwdfshwd stands for �FreeSCADA HardWare Daemon� and is the 
omponent whi
h gives and re
eives physi
alsignals via sensors and a
tuators 
onne
ted to the 
omputer running fshwd. In the long run we hope thatall sensors and a
tuators will be operable via TCP/IP, but until then some PCI-
ards is also used. fshwduses libfshw to a

ess all hardware, libfshw is des
ribed in se
tion (1.5). fshw is a really simple daemon thatjust listens for 
lient-requests, tries to serve the request and returns the result to the 
lient. In order to talkto fshwd 
lients use a proto
ol 
alled �fsrp� whi
h is des
ribed with libfsrp in se
tion (1.7). fshwd keeps no
on�guration, it's just a dumb slave.1.4 libfsb
libfsb
 (FreeSCADA Basi
 Components) is a library that 
ontains basi
s fun
tionallity 
ommon to mostFreeSCADA appli
ations. It in
ludes type de�nitions, data types su
h as link list, hash tables et
. It also
ontains error handling ma
hanism.1.5 libfshwlibfshw is a library designed for uniform a

ess to di�erent hardware. It abstra
ts di�erent hardware into�devi
es� and �properties�.A devi
e in the FreeSCADA framework means a single entity of 
ontrollable and/or observable equip-ment. This 
an for example be a (single) relay on a PCI relay
ard or a temperaturesensor on aDallas-busA property is a 
hara
teristi
 of a given devi
e. A devi
e 
an have many properties, but most simpledevi
es just has one, e.g. a temperatursensor devi
e only has the property �temperature�. It is theproperties values that are read and/or written in order to get/set the 
urrent state of the pro
ess.libfshw is plug-in/module based in order to redu
e 
oupling between devi
e-drivers, libraries used to a

esshardware, et
. What this means is that with libfshw alone you 
an't manipulate a single type of hardware.In order to do so you need the fshw-module 
orresponding to your hardware. fshw-modules are des
ribed inse
tion (1.6).1.6 fshw-modulesA fshw-module is a bit of 
ode abstra
ting a spe
i�
 hardware to the devi
es and properties interfa
e used bylibfshw. A libfshw might operate a PCI 
ard, 
ommuni
ate on a Dallas-bus or 
ommuni
ate with hardwarevia TCP/IP - all this is hidden for the user who only needs to know the devi
es and properties interfa
epresented via libfshw. Writing a fshw-module is a quite simple task (depends somewhat on the hardware of
ourse), and modules are added as new hardware is used with FreeSCADA. In the rest of this se
tion the
urrent fshw-modules are presented.2 Sep 6 9:29 2004



Raditex AB Control (2004-090-6)fshwmod-ds1820This module uses libmlan to re
ieve temperatures from a Dallas-sensor 
alled �ds1820�.fshwmod-ipioThis module uses libipio to read and write states on a Raditex IP/IO module.fshwmod-fe
f
34This module uses libfesto to read and write states on a Festo FEC FC34 module.fshwmod-snmptempThis module uses the net-snmp library to 
ommuni
ate with a SNMP 
ompatible temperature senors.fshwmod-p
i7250This module operates the PCI7250 PCI-
ard. It depends on a devi
edriver for this 
ard being present (eitherin the kernel or as a lkm). In order to build this module the in
lude-�les for the devi
e driver need to beinstalled.fshwmod-p
i6208This module operates the PCI6208V PCI-
ard. It depends on a devi
edriver for this 
ard being present(either in the kernel or as a lkm). In order to build this module the in
lude-�les for the devi
e driver needto be installed.fshwmod-dummyThis module is a dummy driver to show how the driver intrerfa
e should be 
onstru
ted.1.7 libfsrpThe libfsrp library (FreeSCADA Remote Proto
ols) 
ontains the proto
ol de�nitions and a 
omplete setof proto
ol fun
tions. It in
ludes request sending, re
eiving and a
king me
hanism, pa
ket pa
king andunpa
king fun
tions et
.1.8 ruby-fsrpA glue library between Ruby and the fsrp-proto
ol.1.9 fs
vudFreeSCADA Current Value Update Daemon. This appli
ation keeps the 
urrent value �elds in the databaseupdated by sending requests of the hardwares state to the FreeSCADA Hardware Daemon.1.10 fslogdFreeSCADA LOG Daemon. fslogd wat
hes the 
urrent value �elds in the database (whi
h are updated byfs
vud) and inserts entries in the history value table when the 
urrent value has been 
hanged.http://www.raditex.se 3
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dFreeSCADA LOGIC Daemon.1.12 fsalarmdFreeSCADA ALARM Daemon. When there is errors in the database this appli
ation sends mail and smsmessages to the 
onta
t persons for the site.1.13 fsm
dFreeSCADA Manual Control Daemon. This deamon manages the devi
es that are set in �manual� mode (asopposed to �automati
� mode) and updates the hardware (via fshwd) a

ording to the values spe
i�ed inthe database.1.14 fsguardFreeSCADA Guard. This daemon supervises all other FreeSCADA 
omponents and makes sure that they arestaying alive and doing their job. This is a safe-gaurd me
hanism that ensures the stability and robustnessof the FreeSCADA system.1.15 Various small toolsIn addition to the appli
ations des
ribed above, the FreeSCADA system 
ontains a set of minor tools inorder to ease the administration and 
on�guration of the system. Details of how the utilities are used isavailable by passing the �-h� �ag when starting them from the 
ommand prompt.1.15.1 fsdb_
reate.rbThis utility is used used when new sites are 
reated. It loads the database de�nition into the MySQLdatabase. It 
an either be use dire
tly from the prompt, or indire
tly from the FreeSCADA Graphi
al UserInterfa
e.1.15.2 fs_useradd.rb, fs_userdel.rb and fs_userlist.rbThese tools are use when administrating the FreeSCADA database a

ounts. In order to log on to the systemusing the FreeSCADA Graphi
al User Interfa
e, a FreeSCADA database a

ount is needed.1.15.3 fs_hws
an.rbThis appli
ation s
ans the system for dallas temperature sensors and IP/IO modules and stores the resultin the FreeSCADA database. It's meant to simplify the 
on�guration of the FreeSCADA site.
4 Sep 6 9:29 2004



Chapter 2Installation
2.1 Hardware installation2.1.1 Supported HardwareFreeSCADA mainly uses the temperature sensor DS1820 from Dallas Semi
ondu
tors and the IP/IO modulefrom Raditex. But there's also support for a set of ISA/PCI 
ards and as well as other devi
es for the dallasone-wire bus.2.1.2 DS1820KernelIn order for the DS1820 devi
e driver to work, the FreeBSD kernel must be 
ompiled with the FIFO disabledon the serial port devi
e driver. This kernel option is default on the FreeSCADA distribution but if astandard FreeBSD kernel is used, this must be 
onsidered! The FIFO is disabled by adding a �ag to the siodriver 
on�guration. Your kernel 
on�guration �le should 
ontain these lines:devi
e sio0 at isa? port IO_COM1 flags 0x2 irq 4devi
e sio1 at isa? port IO_COM2 flags 0x2 irq 3Sensor ID'sAfter the physi
al installation of the temperature sensors one uses one of the bus s
an programs that 
omeswith the installation of the M-lan library. Both sear
h_mlan and mlan_tool 
ould be used and they arevery similar. The purpose is to get the sensors id's whi
h will be needed later in the installation pro
ess.Futher more, you need to sort out whi
h sensor id belong to whi
h physi
al devi
e.fs-demo# ./mlan_tool /dev/
uaa0Devi
e 3000000024C84410 ds1820 temperature sensorDevi
e CE00000025B24C10 ds1820 temperature sensorDevi
e 0900000025A7FE10 ds1820 temperature sensorDevi
e 1200000025A83B10 ds1820 temperature sensorDevi
e AD000000250AC710 ds1820 temperature sensorDevi
e C2000001888DE209 unknown familyfs-demo# ./sear
h_mlan /dev/
uaa0/---------------------------------------------Loop to find all iButton on Mi
roLAN.Press any key to stop. 5



Raditex AB Control (2004-090-6)-------------------- Start of sear
h(1) 3000000024C84410(2) CE00000025B24C10(3) 0900000025A7FE10(4) 1200000025A83B10(5) AD000000250AC710(6) C2000001888DE209-------------------- End of sear
h(ENTER to sear
h again, Q or q to Quit) qfs-demo#2.1.3 IP/IO moduleThe IP/IO module is a devi
e whi
h is 
onne
ted to an Ethernet network. Every IP/IO module thus need anip address. The addresses are assigned to the modules using the ARP proto
ol and the arp unix program.fs-demo# arp -S 192.168.0.106 00:00:00:10:30:50 pubTo test the 
ommuni
ation you 
an ping the IP/IO module, but not with more than 24 bytes of data. Usethe -s option to the ping program.fs-demo# ping -s 12 192.168.0.106PING 192.168.0.106 (192.168.0.106): 12 data bytes20 bytes from 192.168.0.106: i
mp_seq=0 ttl=64 time=1.001 ms20 bytes from 192.168.0.106: i
mp_seq=1 ttl=64 time=0.990 ms^C--- 192.168.0.106 ping statisti
s ---2 pa
kets transmitted, 2 pa
kets re
eived, 0\% pa
ket lossround-trip min/avg/max/stddev = 0.990/0.995/1.001/0.005 msfs-demo#If you have serveral IP/IO modules on you LAN, you 
an ping the broad
ast address and all IP/IO moduleswill respond.When the �libipio� is installed there is a bin 
atalogue in the build dire
tory and you 
an run the programsthere to test the module.To read the relay settings you 
ould run./iprel
md -h 192.168.56.20 -p 8 -rAnd to set all the relays you 
ould run./iprel
md -h 192.168.56.20 -p 8 -w 0x0f2.2 FREEBSD Software2.2.1 PORT Appli
ationsThe PORTS are the software distribution system that FreeBSD uses. A PORT is a pre
ompiled softwarepa
kage ready for installation on a FreeBSD system. The PORTS pa
kages sour
es are lo
ated in the PORTStree, /usr/ports on a FreeBSD system. In order to install or remove a PORTS pa
kage, the pkg_add,pkg_delete et
. are used, or they may be build from the sour
e in the ports tree.6 Sep 6 9:29 2004



Raditex AB Control (2004-090-6)FreeSCADA depends on the following ports to be installed
• mysql 3.23.42 
lient and server
• ruby 1.6.7, swig-1.3.12
• ruby-mysql
• gtk 1.2.10
• net-snmp
• gnuplot, ruby-gnuplot, teTeX, ghosts
ript, dvipdfm.2.3 FREESCADA Software2.3.1 FreeSCADA CompomentsThe FreeSCADA system is divided into several 
omponents and a 
omplete installation requieres that thefollowing 
omponents are installed.libfsb
 A library named �basi
 
omponents�libfshw A library for the hardware daemon.libfsrp A library for FreeSCADA remote proto
ol.lipipio A library for the IP/IO module.libmlan A library for the m-lan bus from Dallas.ruby-fsrp A glue between ruby and FreeSCADA remote proto
ol.fshwd hardware deamonfshwmod-ds1820 loadable module for ds1820fshwmod-ipio loadable module for ipiofshwmod-dummy exampel loadable modulefs
vud 
urrent value updaterfslogd logging daemonfsm
d manual 
ontrol deaemonfslogi
d logi
 daemonfsreportd report daemon2.3.2 FreeSCADA PORTSThe software 
omponent of FreeSCADA whi
h where listed in the pre
eding se
tion may either be build andinstalled separately or installed from the frees
ada ports pa
kages fs-server and fs-
lient whi
h is availablefrom the ports tree /usr/ports on a FreeSCADA system or from the FreeSCADA 
d.http://www.raditex.se 7



Raditex AB Control (2004-090-6)2.3.3 FreeSCADA From Sour
eAll FreeSCADA pa
kages are build either with the autotools system or with a ruby setup.rb s
ript, for 
programs and ruby programs respe
tively.With the autotools system the following pro
edure are used:
• ./bootstrap
• ./
on�gure
• gmake
• gmake installThere are substan
ial dependen
ies amongst the FreeSCADA 
omponents as well as to external softwarepa
kages. The FreeSCADA release tools aims to resolve these issues.The ruby programs uses another 
on�guration and installation system. To install one of the ruby programs,your run
• ruby setup.rb 
on�g
• ruby setup.rb installi.e.fs-demo# ruby setup.rb 
onfigentering 
onfig phase...
onfig done.fs-demo# ruby setup.rb installentering install phase...mkdir -p /usr/lo
al/bininstall fslogd.rb /usr/lo
al/binmkdir -p /usr/lo
al/share/mkdir -p /usr/lo
al/share/./examples/ruby/fslogdinstall ./examples/ruby/fslogd/fslogdr
 /usr/lo
al/share/./examples/ruby/fslogdinstall done.fs-demo#2.4 FreeSCADA Con�guration2.4.1 Con�guration �lesCreate or modify the following �les and substitute the values of the variables a

ording to your system./et
/servi
esAdd the listening port for the FreeSCADA hardware server to the servi
es �le, i.e. add the line �fsrp31337/udp� to the /et
/servi
es �le.e
ho "fsrp 31337/udp" >> /et
/servi
es8 Sep 6 9:29 2004



Raditex AB Control (2004-090-6)/usr/lo
al/et
/fs
vud.r
# 
onfiguration file for fs
vud# whi
h host, user et
 to use when 
onne
ting to the DBhost = lo
alhostuser = fspassword = s
ada# whi
h site to log forsitename = demo
# how often to update the 
urrent values in the DBupdate_intervall = 60paus_time = 5/usr/lo
al/et
/fslogd.r
# 
onfiguration file for fslogd# whi
h host, user et
 to use when 
onne
ting to the DBhost = lo
alhostuser = fspassword = s
ada# whi
h site to log forsitename = demo
# how often to log the values to DBupdate_intervall = 20# ar
hive every weekar
hive_intervall = 604800# delete entries older than one monthar
hive_time = 2678400/usr/lo
al/et
/fslogi
d.r
# 
onfiguration file for fslogi
d# whi
h host, user et
 to use when 
onne
ting to# the DBhost = lo
alhostuser = fspassword = s
ada# whi
h site to run logi
 forsitename = salk# how often to reread site 
onfiguration from DBupdate_intervall = 20/usr/lo
al/et
/fsalarmd.r
# 
onfiguration file for fsalarmd# whi
h host, user et
 to use when 
onne
ting to# the DBhost = lo
alhostuser = fshttp://www.raditex.se 9



Raditex AB Control (2004-090-6)password = s
ada# whi
h site to alarm forsitename = salk# how often to 
he
k for alarms
he
k_intervall = 10# ar
hive every dayar
hive_intervall = 84600# delete entries older than one weekar
hive_time = 604800/usr/lo
al/et
/fsm
d.r
# 
onfiguration file for fs
md# whi
h host, user et
 to use when 
onne
ting to# the DBhost = lo
alhostuser = fspassword = s
ada# whi
h site to run logi
 forsitename = salk# how often to reread site 
onfiguration from DBupdate_intervall = 20/usr/lo
al/et
/fsreportd.r
# 
onfiguration file for freportd# whi
h host, user et
 to use when 
onne
ting to# the DBhost = lo
alhostuser = fspassword = s
ada# whi
h site to run logi
 forsitename = salk# how often to reread site 
onfiguration from DBupdate_intervall = 20/usr/lo
al/et
/fsguard.
onf# fsguard sample 
onfiguration file## How should fsguard handle internal failures?## soft: don't exit fsguard on failures su
h as resour
e shortage.# hard: exit on all failures that disrupt the operation of fsguard.handle_failures = soft# Here goes the 
onfiguration for the separate daemons.## Note that you must run them in the foreground be
ause fsguard# will lose 
ontrol of them otherwise!# FreeSCADA Hardware Daemon10 Sep 6 9:29 2004



Raditex AB Control (2004-090-6)fs_daemon {name = fshwdpath = /usr/lo
al/bin/fshwdargs = -frestart_wait = 5retries = 10stdin = /dev/nullstdout = /var/log/fs/fshwd.outstderr = /var/log/fs/fshwd.err}# FreeSCADA 
v(?) Update Daemonfs_daemon {name = fs
vudpath = /usr/lo
al/bin/rubyargs = /usr/lo
al/bin/fs
vud.rb -frestart_wait = 5retries = 10stdin = /dev/nullstdout = /var/log/fs/fs
vud.outstderr = /var/log/fs/fs
vud.err}# FreeSCADA Alarm Daemonfs_daemon {name = fsalarmdpath = /usr/lo
al/bin/rubyargs = /usr/lo
al/bin/fsalarmd.rb -frestart_wait = 5retries = 10stdin = /dev/nullstdout = /var/log/fs/fsalarmd.outstderr = /var/log/fs/fsalarmd.err}# FreeSCADA Log Daemonfs_daemon {name = fslogdpath = /usr/lo
al/bin/rubyargs = /usr/lo
al/bin/fslogd.rb -frestart_wait = 5retries = 10stdin = /dev/nullstdout = /var/log/fs/fslogd.outstderr = /var/log/fs/fslogd.err}# FreeSCADA Logi
 Daemonfs_daemon {name = fslogi
dpath = /usr/lo
al/bin/rubyargs = /usr/lo
al/bin/fslogi
d.rb -frestart_wait = 5retries = 10stdin = /dev/nullstdout = /var/log/fs/fslogi
d.outstderr = /var/log/fs/fslogi
d.err}http://www.raditex.se 11



Raditex AB Control (2004-090-6)# FreeSCADA Manual Control Daemonfs_daemon {name = fs
vudpath = /usr/lo
al/bin/rubyargs = /usr/lo
al/bin/fsm
d.rb -frestart_wait = 5retries = 10stdin = /dev/nullstdout = /var/log/fs/fsm
d.outstderr = /var/log/fs/fsm
d.err}# FreeSCADA Report Daemonfs_daemon {name = fs
vudpath = /usr/lo
al/bin/rubyargs = /usr/lo
al/bin/fsreportd.rb -frestart_wait = 5retries = 10stdin = /dev/nullstdout = /var/log/fs/fsreportd.outstderr = /var/log/fs/fsreportd.err}2.5 Startup the FreeSCADA system2.5.1 FreeSCADA Appli
ationsThe FreeSCADA system is divided into serveral servers whi
h provides di�erent servi
es. All these daemonsmust be started for full fun
tionality of the FreeSCADA system. By starting the fsguard daemon, all otherFreeSCADA server are started and kept alive.fshwdFreeSCADA Hardware Daemon. (Note when installing this program, the dire
tory /usr/lo
al/lib/fshwdmust be 
reated by hand and LD_LIBRARY_PATH must be 
on�gured a

ordingly).fslogi
dFreeSCADA LOGIC Daemon.fslogdFreeSCADA LOG Daemon.fsalarmdFreeSCADA ALARM Daemon.fs
vudFreeSCADA Current Value Updater Daemon.fsreportdFreeSCADA REPORT Daemon.fsm
ddFreeSCADA REPORT Daemon.fsgruadFreeSCADA GUARD.12 Sep 6 9:29 2004



Raditex AB Control (2004-090-6)Debug modeDebug information is printed to the 
onsole if the hardware server (fshwd) is started with the -d option andthe other deamons with the �foreground.2.5.2 Startup at system startThe make the FreeSCADA system start up at boot time one 
an use the following set of resour
e �les whi
hshould be put in the /usr/lo
al/et
/r
.d dire
tory.08ntpdate.sh#!/bin/sh
ase "$1" instart) /usr/sbin/ntpdate fnv.narvarme.nu;;stop) ;;*) e
ho ""e
ho "Usage: `basename $0` { start | stop }"e
ho ""exit 64;;esa
09fsguard.sh#!/bin/sh
ase "$1" instart) /usr/lo
al/bin/fsguard;;stop)killall fsguard;;*) e
ho ""e
ho "Usage: `basename $0` { start | stop }"e
ho ""exit 64;;esa
2.6 LOGIC s
riptsIn the FreeSCADA system are all automation and 
ontrol pro
edures de�ned in logi
 s
ripts whi
h in turnare interpreted by the logi
 daemon. In prin
iple any s
ripting languages 
ould be used, but for now onlys
ripts in Ruby programming language are supported.All 
ontrol s
ripts that the system uses are preferably pla
ed in the /usr/lo
al/fslogi
d/ dire
tory andsubdire
tories in it. This is a 
onvention only and the s
ripts 
ould be pla
ed anyware in the �le system.When the 
ontrol s
ripts are installed, the s
ript is 
on�gured to the appropriate devi
es, variables, eventset
. using the fsgui appli
ation.http://www.raditex.se 13



Raditex AB Control (2004-090-6)2.6.1 Installation of demo systemNormally, the FreeSCADA system is 
on�gured using the FreeSCADA Graphi
al User Interfa
e, but in orderto verify that the system is installed 
orre
tly it may be 
onvenient to manually set up a test site. Thisse
tion des
ribes how to do that.First thing to do is to 
reate a FreeSCADA Database. This 
an be done with the fsdb_
reate.rb andfs_useradd.rb utilities.> fsdb_
reate.rbFreeSCADA database 
reation toolFreeSCADA site: demoDatabase hostname [lo
alhost℄:MySQL admin user [root℄:MySQL admin password:FreeSCADA site = demoDatabase hostname = lo
alhostDatabase username = rootDatabase password =Is this 
onfiguration 
orre
t? (Y/N) yLoading database file /usr/lo
al/share/frees
ada/fsdb_
reate.sql into the database...The FreeSCADA database for demo has now been installed!>> fs_useradd.rbFreeSCADA User Addition ToolFreeSCADA site: demoDatabase hostname [lo
alhost℄:MySQL admin user [root℄:MySQL admin password:Is this 
orre
t? (Y/N) yUsername: fsPassword: *****A

ess level: ADMINIs this 
orre
t? (Y/N) yAdding the user to the database...>Next, the 
ontrol s
ripts must be registered in the FreeSCADA database.INSERT INTO s
ript VALUES (1,'KeepAliveCounter','Detta är en enkel räknare','EXISTING_FILE','RUBY','/usr/lo
al/fslogi
d/
trl_
ounter-0.1.rb');To ea
h of the 
ontrol s
ripts, a 
ontrol event must be 
onne
ted if fslogi
d is to start them up.INSERT INTO 
ontrol_event VALUES (1,1,'start','Y','ALWAYS','*|*|*|*|*|*|*',NULL);The 
ontrol s
ripts usually uses 
ontrol variables, and if so these must be de�ned in the FreeSCADA database.INSERT INTO 
ontrol_variable VALUES (1,'keep_alive_
ounter','GLOBAL','INT',1799484,NULL,NULL,'Detta är en test','*|*|*|*|*|*|*','*|*|*|*|*|*|*');14 Sep 6 9:29 2004



Raditex AB Control (2004-090-6)Below, an example 
ontrol s
ript is listed whi
h uses the 
ontrol variable de�ned above and is started byfslogi
d via the s
ript and 
ontrol event also de�ned above.
#!/usr/lo
al/bin/ruby## $ Id: 
trl_
ounter-0.1.rb,v 1.1 2003/01/15 01:14:31 gh Exp $### This s
ripts need a 
ontrol_variable named# keep_alive_
ounter## It will update this 
ounter every se
ond##require 'fslogi
d/ru
s'initialize_RUCS
lass MyControl < ControlS
riptdef initialize�keep_alive_
ounter = DbVar.new('keep_alive_
ounter')super(method('my_
ontrol'), 1)enddef my_
ontrol
ounter_temp = �keep_alive_
ounter.getprint "The value was ", 
ounter_tempprint "\n"
ounter_temp = 
ounter_temp + 1�keep_alive_
ounter.set(
ounter_temp)trap("USR1") {
ounter_temp = �keep_alive_
ounter.getprint "The 
ounter was : ", 
ounter_temp, "\n"
ounter_temp = 550;�keep_alive_
ounter.set(
ounter_temp)print "Aj jag dog\n"exit(0)}endendbegin
s = MyControl.new
s.loopendhttp://www.raditex.se 15



Raditex AB Control (2004-090-6)2.7 What to do nextWhen all the steps in this installation guide is performed and all FreeSCADA daemons are running on yoursystem, the next thing to do is to generate the FreeSCADA database and 
on�gure the system. This is donewith the FreeSCADA Graphi
al User Interfa
e fsgui and a detailed des
ription of how to do that is givenin the FreeSCADA User Manual.But before you go on, take a quite look at the 
he
klist below to make 
ertain that you 
ompleted all steps.2.7.1 Che
klistThis 
he
klist list a number of 
onditions that must be ful�lled in order for the FreeSCADA system tofun
tion.
• Mysql must be running and a site database must exist (use fsgui or s
ript in frees
ada/fsdatabase to
reate the site).
• The following daemons must be installed and start without error messages: fshwd, fs
vud, fsalarmd,fslogd, fslogi
d, fsm
d, fsreportd, fsguard.
• The fshw modules must be installed and a

essible for fshwd. Make 
ertain that the dire
tory whi
hholds the modules are in the library path (i.e. setenv LD_LIBRARY_PATH /usr/lo
al/lib/fshw).Whi
h modules you need depends on whi
h hardware you use, but you should allways install thedummy module.

16 Sep 6 9:29 2004



Chapter 3The FreeSCADA Hardware Ar
hite
ture
3.1 Introdu
tionThe FreeSCADA system provides an abstra
tion of the hardware used by the system whi
h makes it possibleto a

ess all devi
es by a 
ommon network based interfa
e. All dire
t 
ommuni
ation with the hardwareis performed by the FreeSCADA Hardware Daemon (fshwd), whi
h uses dynami
ally loadable modules asdrivers for di�erent hardware. Su
h a module is 
alled a FreeSCADA Hardware Module (fshwmod).The network proto
ol in whi
h fshwd 
ommuni
ates with the 
lients is 
alled FreeSCADA Remote Proto
ol(libfsrp), and the abstra
t hardware interfa
e is provided by the FreeSCADA HardWare library (libfshw).A fshw module represent the layer between the abstra
t hardware framework and the a
tual hardware.3.2 Devi
es and PropertiesAll hardware entities in the frees
ada system is represented by a devi
e obje
t, whi
h in turn has one ormore properties obje
ts. The devi
e obje
t has a unique devi
e id and besides a list of properties it also hashardware spe
i�
 information.A property obje
t 
ontain information about a property of the devi
e. All properties has a name, a type andsome attributes. For example, a temperature measurement devi
e 
ould have a property 
alled �temperature�of the type double and the �READ-ONLY� attribute, but the details is up to the author of the hardwaremodule whi
h spe
i�es the available properties for the devi
e.3.3 Devi
e Id'sThe unique devi
e id (devid) is used for addressing devi
es in the FreeSCADA system. The devi
e id ismade up of four separate �elds: host, driver, interfa
e and devi
e. The �elds are 
on
atenated into a stringwith the �/� sign as separator, i.e. �host/driver/interfa
e/devi
e�. Examples of a real devid's are�fs-demo.raditex.se/p
i7250/0/relay�The host �eld spe
i�es the address of the host (IP-address or a FQDN) on whi
h the FreeSCADA HardwareDaemon runs. The driver spe
i�es whi
h hardware module is to perform the requsts. The interfa
e �eldspe
i�es whi
h hardware entity or bus to use, as a driver probably is reponsible for more than one physi
aldevi
e. The p
i7250 driver for example, interprets the interfa
e �elds as a spe
i�
ation on whi
h PCI 
ardto use, if the system is equiped whi
h more than one PCI7250 
ard. The ds1820 driver on the other handuses the interfa
e �eld as a spe
i�
ation on whi
h one-wire bus to use (i.e. whi
h serial port to use). Finally,the devi
e �eld spe
i�
ies whi
h part of a pie
e of hardware to use, sin
e it's very 
ommon that hardwareprovides more than one fun
tionality. The PCI7250 
ard for example provides 8 relays and 8 digital inputs,and in this 
ase these are a

essed through the �relay0�, �relay1�, ... , �relay7� and �di0�, �di1�, ... , �di7�devi
e names.As with the properties, the exa
t uses of the di�erent �elds of the devi
e id is up to the author of thehardware module. 17



Raditex AB Control (2004-090-6)3.4 FreeSCADA Hardware modulesAs mentioned in the previous 
hapter, the purpose of a FreeSCADA Hardware Module is to 
onstitute alayer between the abstra
t hardware interfa
e and the physi
al devi
es. Either as a 
omplete devi
e driveror as an indire
t driver whi
h in turn uses for example driver libraries (ds1820, ipio) or a native kernel driver(p
i7250).Every hardware module must implement a open_devi
e fun
tion, whi
h is 
alled by the fshwd when the�rst request to the driver is re
ieved.stru
t b
_devi
e *open_devi
e(
har *devid);The task of this fun
tion is to initialize the hardware and build a stru
t b
_devi
e stru
ture, whi
h fshwduses to keep tra
k of the devi
e. The stru
t b
_string devid; �eld in stru
t b
_devi
e (see below)shall be 
opied from the 
har *devid parameter to open_devi
e using the libfsb
 fun
tion:BC_STRING_SET(b
_d->devid, devid);All types in the libfsb
 framework is a

essed and manipulated using a set of ma
ros su
h as this one.3.4.1 Devi
e stru
turesstru
t b
_devi
e {void *data;stru
t b
_string devid;stru
t b
_list *properties;};stru
t hw_devi
e {void *data;void (*
lose) (stru
t b
_devi
e * d);};The void *data �eld in stru
t b
_devi
e shall be pointing to a stru
t hw_devi
e, and the void *datais only used by the driver module so it's usage is determined by the module author, e.g. it 
ould point toa stu
ture with private data holding the devi
es state. The void (*
lose) (stru
t b
_devi
e * d) �eldshould 
ontain a pointer to a fun
tion that frees all data asso
iated with the devi
e. It's 
alled by fshwdwhen the devi
e is requested to be 
losed.3.4.2 Property stru
turesThe major task in the open_devi
e implementation is to build a list of the properties that the devi
e isto provide.stru
t b
_property {void *data;stru
t b
_string name;stru
t b
_number type;stru
t b
_number flags;};stru
t hw_property {int (*read) (stru
t b
_devi
e * d,stru
t b
_property * p,stru
t b
_number * value);int (*write) (stru
t b
_devi
e * d,stru
t b
_property * p,stru
t b
_number * value);};18 Sep 6 9:29 2004



Raditex AB Control (2004-090-6)In analogy with the 
onne
tion between b
_devi
e and hw_devi
e, the void *data �eld in b
_propertystru
ture should point to a hw_property stru
ture. The other �elds in the b
_property stru
turesspe
i�es the properties name, type and it's attributes. The type 
ould one of int, double or string and the�ags stores the attributes whi
h is readable and writeable.The hw_property stru
ture 
ontains pointers to fun
tions whi
h implements the read o
h write operationthat is supported by the property. A �temperature� property, for example, would likely only implement theread operation, and the write �eld would thus be set to NULL.3.4.3 Read and Write ImplementationsA read or a write request on a property of a devi
e will eventually result in a 
all to the read or writeimplementation that the driver module supplies and it's there all 
ommuni
ation with the hardware isperformed.int read(stru
t b
_devi
e * d, stru
t b
_property * p, stru
t b
_number * value);int write(stru
t b
_devi
e * d, stru
t b
_property * p, stru
t b
_number * value);3.5 An Example - The Dummy DriverThis se
tion presents an example driver whi
h gives an overall pi
ture of how a hardware module is written.The modules 
onsist of the fun
tions dummy_property_free, open_devi
e, dummy_
lose_devi
e,dummy_write_int, dummy_read_int. The �rst fun
tion is passed to the linked list implementation,and has nothing to do with the stru
ture of the hardware module.The module provides a driver �dummy� whi
h has the devi
e �int� whi
h in turn has the property of anreadable and writeable integer.#in
lude <fsb
/fsb
.h>#in
lude <fshw/fshw.h>#in
lude "dummy.h"stati
 voiddummy_property_free(void *data){stru
t b
_property *p = (stru
t b
_property *) data;stru
t hw_property *hw_p = (stru
t hw_property *) p->data;free(hw_p);free(p);}stru
t b
_devi
e *open_devi
e(
har *devid){stru
t b
_devi
e *d;stru
t hw_devi
e *hw_d;stru
t b
_number *dummy_data;stru
t b
_property *p;stru
t hw_property *hw_p;if ((d = mallo
(sizeof(stru
t b
_devi
e))) == NULL) {BC_PANIC("libfshw", BC_ERR_SYS, "mallo
 failed");/* NOT REACHED */return NULL;}if ((hw_d = mallo
(sizeof(stru
t hw_devi
e))) == NULL) {free(d);BC_PANIC("libfshw", BC_ERR_SYS, "mallo
 failed");http://www.raditex.se 19



Raditex AB Control (2004-090-6)/* NOT REACHED */return NULL;}if ((dummy_data = mallo
(sizeof(stru
t b
_number))) == NULL) {free(hw_d);free(d);BC_PANIC("libfshw", BC_ERR_SYS, "mallo
 failed");/* NOT REACHED */return NULL;}BC_STRING_SET(d->devid, devid);d->data = hw_d;d->properties = b
_list_new(dummy_property_free);hw_d->
lose = &dummy_
lose_devi
e;BC_NUMBER_SET_INT(*dummy_data, 0);hw_d->data = dummy_data;/* Start building property "int": */if ((p = mallo
(sizeof(stru
t b
_property))) == NULL) {b
_list_free(d->properties);free(dummy_data);free(hw_d);free(d);BC_PANIC("libfshw", BC_ERR_SYS, "mallo
 failed");/* NOT REACHED */return NULL;}if ((hw_p = mallo
(sizeof(stru
t hw_property))) == NULL) {free(p);b
_list_free(d->properties);free(dummy_data);free(hw_d);free(d);BC_PANIC("libfshw", BC_ERR_SYS, "mallo
 failed");/* NOT REACHED */return NULL;}BC_STRING_SET(p->name, "int");BC_NUMBER_SET_INT(p->flags, BC_PROPERTY_FLAG_READ | BC_PROPERTY_FLAG_WRITE);BC_NUMBER_SET_INT(p->type, BC_NUMBER_TYPE_INT);p->data = hw_p;hw_p->read = &dummy_read_int;hw_p->write = &dummy_write_int;/* Insert property "int": */if (b
_list_entry_insert(d->properties, p) == 0) {free(p);b
_list_free(d->properties);free(dummy_data);free(hw_d);free(d);BC_ERROR("libfshw", BC_ERR_INTERNAL, "
ouldn't 
reate devi
e 
orre
tly");return NULL;}return d;20 Sep 6 9:29 2004
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lose_devi
e(stru
t b
_devi
e * d){stru
t hw_devi
e *hw_d = (stru
t hw_devi
e *) d->data;stru
t dummy_devi
e_data *dummy_data = (stru
t dummy_devi
e_data *) hw_d->data;b
_list_free(d->properties);free(dummy_data);free(hw_d);free(d);}intdummy_read_int(stru
t b
_devi
e * d,stru
t b
_property * p,stru
t b
_number * value){stru
t hw_devi
e *hw_d = d->data;stru
t b
_number *dummy_data = hw_d->data;if (BC_NUMBER_GET_TYPE(*dummy_data) == BC_NUMBER_TYPE_INT) {*value = *dummy_data;fprintf(stderr,"dummy_read_int(%s, ...): returning value %d\n"BC_STRING_GET(d->devid),BC_NUMBER_GET_INT(*value));return 1;} else {BC_ERROR("libfshw", BC_ERR_INPUT, "value last written was not an integer");return 0;}/* NOT REACHED */}intdummy_write_int(stru
t b
_devi
e * d,stru
t b
_property * p,stru
t b
_number * value){stru
t hw_devi
e *hw_d = d->data;stru
t b
_number *dummy_data = hw_d->data;*dummy_data = *value;fprintf(stderr, "dummy_write_int(%s, ...): writing %d\n",BC_STRING_GET(d->devid),BC_NUMBER_GET_INT(*value));return 1;}3.6 The fsb
 libraryIn the example driver in the previous se
tion there's a lot of fun
tions and ma
ros from the FSBC librarythat is used. This se
tions will present the most important parts from a hardware module authors point ofhttp://www.raditex.se 21



Raditex AB Control (2004-090-6)view.3.6.1 Error HandlingThe FSBC library provides ma
ros for error handling, whi
h takes 
are of logging and error reporting.Neither of the two routines that are available every returns, so as far as the hardware module is 
on
erned theexe
ution stops whenever these error reporting ma
ros are used. Two di�erent levels of error are supportedBC_PANIC(domain, type, str)BC_ERROR(domain, type, str)The str argument is a free text des
ription of what happened. The type is one of the following
• BC_ERR_REMOTE
• BC_ERR_NOERROR
• BC_ERR_SYS
• BC_ERR_INPUT
• BC_ERR_NET
• BC_ERR_INTERNAL
• BC_ERR_IO
• BC_ERR_UNKNOWNand for a hardware module, the domain is �libfshw�. Examples of usage of these ma
ros is given in it's full
ontext in the dummy driver in the previous se
tion, and here in shorter form.BC_ERROR("libfshw", BC_ERR_INTERNAL, "
ouldn't 
reate devi
e 
orre
tly");...BC_PANIC("libfshw", BC_ERR_SYS, "mallo
 failed");3.6.2 The FSBC Type SystemA part of the abstra
t driver framework, is the FSBC type system. A number or a string in FreeSCADA isrepresented by the stru
tures b
_number (integer or double) and b
_string. The usage of these typesare pretty straigt forward and all a

ess and manipulation of them are done with a set of ma
ros whi
h arede�ned in fsb
/fs_number.h and fsb
/fs_string.h. A summary of operation and types is given in thelists below
• BC_NUMBER_TYPE_INT
• BC_NUMBER_TYPE_BOOLEAN
• BC_NUMBER_TYPE_DOUBLEIn the list below t denotes a type (one of those listed above). n, n1 and n2 denotes integers. s denotes a
har string. d denotes a double.
• BC_NUMBER_CONST_INT(n)Make a 
onstant b
_number of type int.
• BC_NUMBER_CONST_DOUBLE(d)Make a 
onst b
_number. Type double.
• BC_NUMBER_GET_TYPE(v)Get type of b
_number value.22 Sep 6 9:29 2004
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• BC_NUMBER_SET_TYPE(n, t)Set type of b
_number value.
• BC_NUMBER_GET_INT(n)Get b
_number value. Type int.
• BC_NUMBER_SET_INT(n1, n2)Set b
_number value. Type int.
• BC_NUMBER_GET_DOUBLE(d)Get b
_number value. Type double.
• BC_NUMBER_SET_DOUBLE(d1, d2)Set b
_number value. Type double.
• BC_NUMBER_EQUAL(n1, n2)Compare b
_numbers for equalness.
• BC_NUMBER_LT(n1, n2)Compare b
_numbers, n1 lesser than n2?.
• BC_NUMBER_GT(n1, n2)Compare b
_numbers, n1 greater than n2?.
• BC_STRING_CONST(s)Make a 
onst b
_string.
• BC_STRING_GET(s)Get b
_string value.
• BC_STRING_SET(s2, s2)Set b
_string value.3.6.3 Data Stru
turesThe most important data stru
ture that libfsb
 provides is the linked list. It is de�ned in the fsb
/fs_list.hand the most useful fun
tions in hardware modules are shown below.typedef void (*b
_list_free_fun
) (void *entry);extern stru
t b
_list * b
_list_new(b
_list_free_fun
 free_fun
);extern int b
_list_entry_insert(stru
t b
_list * list, void *entry);extern void b
_list_free(stru
t b
_list * list);On
e again, example usage is available in the dummy driver listed in se
tion 3.5, and in short form below./* Insert property "int": */if (b
_list_entry_insert(d->properties, p) == 0) {...b
_list_free(d->properties);...

http://www.raditex.se 23
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Chapter 4Control S
ripts in FreeSCADA
4.1 Introdu
tionIn a UNIX-system it is natural to have many smaller pro
esses doing di�erent tasks, instead of a fewmore 
ompli
ated pro
esses. This is an important aspe
t of the UNIX philosophy. Pro
esses in a UNIX-like environment are prote
ted from one another by the operating system. If one pro
ess malfun
tion noother pro
ess must be interfered with. This situation also leeds to a problem. Pro
esses have di�
ulty to
ommuni
ate with ea
h other.In FreeSCADA all pro
ess 
ommuni
ations are handled via the database. All pro
esses that want to holdstates should use variables that are stored in the database. Status information like temperatures, on/o�
onditions and logi
al states are examples of su
h variables.Thus, programs and 
ontrol s
ripts should never keep states or status internally, but always store and fet
hthem in the database. This should be regarded as a general rule. If there are 
ompletely isolated variablesor status, that nobody else is interested in, these 
ould be maintainad in a lo
al program.Depending on the values of the database variables programs and s
ripts take di�erent a
tions, whi
h forexample maybe operations on hardware et
. So the database is the 
enter of the FreeSCADA system and itprovides a 
ommuni
ation area as well as logging and storing fun
tionality for the FreeSCADA pro
esses.4.1.1 Pro
esses in FreeSCADAAs mentioned before, the FreeSCADA design is very mu
h a�e
ted by the UNIX-philosophy. One of themain out
omes of this is that, to a large degree, every pro
ess performs one single task. This results in alarge number of small pro
esses.In FreeSCADA two di�erent kinds of pro
esses are distinguished. Tasks that are fundamental to the systemsfun
tionality and doesn't depend on the parti
ular FreeSCADA installation are written as stand alonedaemons. These programs may be written in any programming language, but FreeSCADA 
urrently use theC and Ruby languages.On the other hand, tasks that are spe
i�
 to the target that the FreeSCADA system operates are writtenas 
ontrol s
ripts. Pro
esses like these may for example be responsible for a single part of a automationinstallation, su
h as 
ontrolling a water heater et
.4.2 Control S
riptsFreeSCADA is designed to support 
ontrol s
ripts written in any programming language, but the FreeSCADAdevelopment team has sele
ted Ruby as the programming langugage for implementation of 
ontrol s
ripts.Currently Ruby is the only supported s
ripting language, but support for other languages 
ould easily beadded. Ruby was sele
ted be
ause it's a modern s
ripting language with good support for obje
t oriented
onstru
tion. 25
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ontrol s
ripts are 
ontrolled by the FreeSCADA Logi
 Daemon. fslogi
d runs the 
ontrol s
riptsa

ording to de�nitions in the database. Control s
ripts may be de�ned to run at spe
i�
 times, su
h asevery hour, or 
ontinuously. fslogi
d keeps tra
k of the 
ontrol s
ripts and restarts them if needed.4.2.1 Ruby Control S
riptsThe idea is that a 
ontrol s
ript should utilize the FreeSCADA system in order to perform a spe
i�
 task.There are several resour
es in the FreeSCADA system that greatly simpli�es the pro
edure of writing a
ontrol s
ripts.
• fsrp The FreeSCADA Remote Proto
ol and the libfsrp library with 
orresponding ruby bindings andwrapper 
lasses provides a simple and e�
ient interfa
e to the hardware 
onne
ted to the FreeSCADAsystem.
• ru
s The ru
s library provides ruby 
lasses for a

essing the FreeSCADA database and the FreeSCADAalarm fun
tionality.
• FreeSCADA Database� devi
es Represents hardware entities in the FreeSCADA system. ru
s and fsrp provides wrapper
lasses for the database and hardware repe
tively.� 
ontrol variables are 
onne
ted to s
ripts and should hold any important state that the s
riptuses. A

essed via the ru
s library.� 
ontrol relations are mu
h like 
ontrol variables, but provides a way of de�ning an arbitraryrelation between two variables.4.3 The RUCS libraryOne of the main part of the 
ontrol s
ript utilities is the RUCS (RUby Control S
ripts) library. It providesruby 
lasses for a

essing the FreeSCADA database tables and more. The RUCS library should be the onlymeans of a

ess a 
ontrol s
ript has and needs to the FreeSCADA system.In order to use the RUCS library in a ruby s
ript one need to in
lude it using the require method, seeexample below. Further more, in order to startup the RUCS library, the initialize_RUCSmethod must be
alled. So before using any RUCS 
lass, these lines must be stated.require 'fslogi
d/ru
s'initialize_RUCS4.3.1 DbVarThe DbVar 
lass is a wapper 
lass for the 
ontrol_variable table in the database. The DbVar 
lass providesthe methods DbVar::get and DbVar::set(newval) for a

essing a 
ontrol variable.
lass DbVardef initialize(name)# name = name of the 
ontrol variable...enddef get # return 
urrently valid value of 
ontrol variable...end26 Sep 6 9:29 2004



Raditex AB Control (2004-090-6)def set(value)# value = new value of the 
ontrol variable...endprivate...endWhen 
reating an instan
e of the DbVar 
lass, the 
onstru
tor ex
epts the name of the 
ontrol variable asparameter.db_var = DbVar.new('name_of_db_variable')Example usage of the DbVar 
lass is listed below.require 'fslogi
d/ru
s'initialize_RUCS## Create the obje
t#produ
e_warmwater = DbVar.new('produ
e_warmwater')## Get the 
urrent value of the 
ontrol variable#
urrent_value = produ
e_warmwater.get## Set the value of the 
ontrol variable### ONprodu
e_warmwater.set(1)## OFFprodu
e_warmwater.set(0)Control VariablesThe 
ontrol_variable table in database stores the names, values, a

essiblity and validity of the 
ontrolvariables. The exa
t de�nition is listed below. 
ontrol_variable 
ontrol variables may be de�ned asLOCAL or GLOBAL, as well as having di�erent values in di�erent time intervals.## This table is used to bind s
ripts, 
ontrol events and s
ript# 
onfiguration together.## ea
h event 
an have several variables.CREATE TABLE 
ontrol_variable (s
ript_id INTEGER UNSIGNED NOT NULL,name CHAR(64) NOT NULL,s
ope ENUM('LOCAL', 'GLOBAL'),vtype ENUM('INT', 'DOUBLE', 'STRING') NOT NULL,int_value INTEGER,double_value FLOAT,string_value CHAR(32),http://www.raditex.se 27
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ription CHAR(255),start CHAR(128), end CHAR(128)# should be in next version# last_
hanged_by CHAR(32),# last_
hanged TIMESTAMP);4.3.2 DbRelThe DbRel 
lass is a wapper 
lass for the 
ontrol_relation table in the database. The DbRel 
lass providesthe methods DbRel::get(xval) whi
h 
omputes the value of the relation (graphi
ally de�ned fun
tion) atthe point xval and returns it.
lass DbReldef initialize(name)# name is the name of the 
ontrol relation in the database...enddef get(val) # val is the value of the point where the 
ontrol# relationis to be evaluted...endendWhen 
reating an instan
e of the DbRel 
lass, the 
onstru
tor ex
epts the name of the 
ontrol relation asparameter.db_rel = DbRel.new('name_of_db_relation')Example usage of the DbRel 
lass is listed below.require 'fslogi
d/ru
s'initialize_RUCS## Create the obje
t#input = ...rel = DbRel.new('input_output_relation')## Compute a output signal from the input signal#output = rel.get(input)Control RelationsA 
ontrol relation is very mu
h similar to a 
ontrol variable, ex
ept that they are a graphi
ally de�nedfun
tion of two variables instead of a simple variable. Given a input value, a output value may be 
omputedusing a 
ontrol relation, whi
h are de�ned in the FreeSCADA Graphi
al User Interfa
e.# Table: 
ontrol_relation## This table is used to des
ribe relations between different entities.28 Sep 6 9:29 2004
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ontrol_relation (name CHAR(64) NOT NULL,s
ript_id INTEGER UNSIGNED NOT NULL,s
ope ENUM('LOCAL', 'GLOBAL'),rtype ENUM('LINEAR_APPROXIMATION') NOT NULL,start CHAR(128),end CHAR(128),x TEXT,y TEXT,xmax FLOAT DEFAULT 0.0 NOT NULL,xmin FLOAT DEFAULT 0.0 NOT NULL,ymax FLOAT DEFAULT 0.0 NOT NULL,ymin FLOAT DEFAULT 0.0 NOT NULL,des
ription CHAR(255));4.3.3 DbDevThe DbDev 
lass is a wapper 
lass for the devi
e table in the database. The DbDev 
lass provides themethods DbDev::get(property) and DbDev::set(property,value)) for retreiving and setting values ofthe property that the �rst parameter names. The 
onstru
tor takes one argument, whi
h 
ontains the nameof the devi
e.
lass DbDev...def initialize(name)#...enddef get(property)#...enddef set(property, value)#...endendExample usagerequire 'fslogi
d/ru
s'initialize_RUCSdev_temp = DbDev.new('temp1')temp1 = dev_temp.get('temperature')print "The temperature is: #{temp1}\n"dev_shunt = DbDev.new('da
1')da
1 = dev_shunt.get('da
')print "The shunt is: #{da
1}\n"if temp1 <= 19.15dev_shunt.set('da
', 0.0)elsehttp://www.raditex.se 29
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', 9.9 )endDevi
esA devi
e is an obje
t that represent a pei
e of hardware in the FreeSCADA system. Ea
h devi
e has one ormore properties whi
h represents parts or properties of the devi
e. A devi
e may for example be a ds1820temperature sensor whi
h has been given a name, for example �GT1-VP�. Su
h a devi
e would have theproperty �temperature�, and the pro
edure of retreiving is illustrated in the previous se
tion. Other types ofdevi
es has other properties asso
iated with it. For a 
omplete list of available devi
es and their asso
iatedproperties, see the FreeSCADA User Manual.4.3.4 HwDevThe HwDev 
lass is similar in it's interfa
e and fun
tion to the DbDev 
lass, ex
ept that the HwDev 
lass op-erates via FreeSCADA Remote Proto
ol dire
tly on the hardware instead of the devi
e table in the database.The HwDev 
lass provides the methods DbDev::get(property) and DbDev::set(property,value)) forwriting and reading the hardware asso
iated with the 
lass, and the property that the �rst parameter names.The 
onstru
tor takes one or three arguments. The �rst argument is requiered and is the name of the devi
e.The se
onds spe
i�es the number of times a read or write operataion is to be retried before giving up, if theoperation fails (default 4 retries). The third argument spe
i�es the number of se
onds between retries uponfailure (default 1 se
ond).
lass DbDev...def initialize(name, retries = 4, delay = 1)# name = name of the devi
e# retries = number of times to retry if operation fails# delay = number of se
onds to wait between retries...enddef get(property)# property = name of property to read...enddef set(property, value)# property = name of property to read# value = the new value to assign to the property...endendExample usagerequire 'fslogi
d/ru
s'initialize_RUCStemp1 = HwDev.new('temp1')shunt = HwDev.new('da
1')if temp1.get('temperature') <= 20.0shunt.set('da
', 0.00)elseshunt.set('da
', 10.0)end30 Sep 6 9:29 2004



Raditex AB Control (2004-090-6)4.3.5 AlarmsThe RUCS library also provides 
lasses for raising FreeSCADA alarms. There is di�erent alarm for di�erentsituations. The available alarm levels is presented in the following list.
• S
reenAlarm
• DebugAlarm
• InfoAlarm
• WarnAlarm
• ErrorAlarm
• FatalAlarmAll alarm levels is represented by a ruby 
lass, and an alarm is raised by 
reating an instan
e of a alarm
lass, like this# raise FreeSCADA alarm of level XxxXxxAlarm.new("Sour
e", "Error message")A realisti
 example of FreeSCADA Alarm usage is given below.begin ...res
ue Ex
eption => eDebugAlarm.new(__FILE__+':'+__LINE__.to_s, "Caught ex
eption: "+e)end4.3.6 ControlS
riptThe ControlS
ript 
lass is the super 
lass whi
h all 
ustom 
ontrol s
ripts will extend. It provides a
ommon interfa
e to all 
ontrol s
ripts whi
h will simplify understanding and handling of di�erent 
ontrols
ripts.
lass ControlS
riptdef initialize(meth, intervall)# meth = method to run# intervall = intervall at whi
h meth shall be 
alled...enddef do_itteration...enddef loop...endendA typi
al 
ontrol s
ript will have this stru
ture. The general pro
edure is to extend the ControlS
ript 
lass,
reating an instan
e of it and running the loop method.#!/usr/lo
al/bin/rubyrequire 'fslogi
d/ru
s'initialize_RUCShttp://www.raditex.se 31
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lass MyControl < ControlS
riptdef initialize...super(method('my_
ontrol'), 1)enddef my_
ontrol...endendbegin
s = MyControl.new
s.loopend4.4 The fsrp libraryAnother important part of the FreeSCADA ruby api libraries is the ruby wrapper 
lasses for libfsrp, whi
h isprovides by the fsrp module. However, this library provides low a level interfa
e to the FreeSCADA system,and as far as a 
ontrol s
ript is 
on
erned, this library should only be used indire
tly through the RUCSlibrary des
ribe earlier.The most important part of fsrp is the Devi
e and Property 
lasses. These 
lasses are used in theimplemetation of the HwDev 
lass in the RUCS library. Thus, the fsrp library 
ould also be used dire
tlywhen a property is to be read from the hardware, but the HwDev 
lass provides a mu
h ni
er interfa
ein
luding error handlign and automati
 read/write retries upon failure et
. However, the libfsrp provides awider range of fun
tionality and �exibility than the RUCS library.The database value is kept up to date by the FreeSCADA Current Value Updater Daemon, fs
vud, whi
huses the ruby bindings to the fsrp library dire
tly and utilizes the more advan
ed fun
tions in fsrp su
h assubs
ription et
.4.4.1 Devi
eThe Devi
e 
lass is a wrapper 
lass for a FreeSCADA devi
e. It's most important methods for are theDevi
e::open,Devi
e::
lose,Devi
e::getProperty(propname). The 
omplete list of available methodsin given in the sour
e listing below. The 
onstru
tor of the devi
e obje
t ex
epts a parameter whi
h 
ontainsthe devi
e id (see previous 
hapters). A devi
e or a property whi
h belong to the devi
e 
an't be used unlessthe devi
e is opened.
lass Devi
e....def initialize(name)# name = devid id of the devi
e to open...endpubli
...def open# open the devi
e...enddef 
lose# 
lose the devi
e32 Sep 6 9:29 2004



Raditex AB Control (2004-090-6)...enddef devid=(name)# assign a new devid...enddef devid# get the devid (if opened)...enddef properties# get a list of properties...enddef getProperty(propname)# get the property named propname...endendA typi
al usage of the Devi
e obje
t is shown below. A Devi
e obje
t is primarily used for retreivingproperties.dev = Devi
e.new('lo
alhost/ds1820/0/3000000024C84410')dev.openprop = dev.getProperty('temperature')# use the property obje
t...dev.
lose4.4.2 PropertyThe Property 
lass represents a property of a Devi
e. When 
reating an instan
e of a Property 
lass,one must supply a referen
e to a Devi
e obje
t. Usually, intan
es of Properties is 
reated by the De-vi
e::getProperty(propname) method, so one don't need to bother abot the 
onstru
tor. The two mostuseful methods in the Property 
lass is Property::read and Property::write(value). As the namesimplies, these methods are used for reading and writing the value of the property. All 
alls to these methodsresults in a request being sent to the hardware daemon, and then in some e�e
t on the physi
al hardware.Due to this, 
alls to Property::read and Property::write(value may be slow or fast depending on theparti
ular hardware asso
iated with the Property and Devi
e obje
t.
lass Property...def initialize(devi
e, prop)# devi
e = referen
e to devi
e obje
t# prop = property name...end...def read# get value of propertyhttp://www.raditex.se 33



Raditex AB Control (2004-090-6)...enddef write(value)# set value of property...enddef name# get name of property...enddef flags# get flags of property...enddef type# get type of property...enddef dis
ard# reset property...endendBelow, a typi
al usage of the Devi
e and Property 
lasses are shown.tempdev = Devi
e.new('lo
alhost/ds1820/0/3000000024C84410')da
dev = Devi
e.new('lo
alhost/ipio/ipio1:8/da
1')tempdev.openda
dev.opentempprop = tempdev.getProperty('temperature')da
prop = da
dev.getProperty('da
')temp = tempprop.readda
 = da
prop.readif (temp < 20.0)da
prop.write(9.9)else da
prop.write(0.0)tempdev.
loseda
dev.
loseprint "Current temperature is #{temp} and old da
 value #{da
}\n"4.5 Additional ruby librariesIn addition to the major ruby api libraries RUCS and fsrp, FreeSCADA supplies some minor ruby librariesof di�erent 
hara
ter, whi
h may be of more or less usefull. These libraries are installed in the site globalruby dire
tory /usr/lo
al/lib/ruby/site_ruby/1.6 and in order to use them one need to in
lude themusing the require method.34 Sep 6 9:29 2004



Raditex AB Control (2004-090-6)For further information of how to use these 
lasses, see the example programs that is installed together withthem in the 
ontrol s
ript dire
tory.4.5.1 PIDRegulatorThis ruby module provides a PID (Proportional/Integral/Derivative) regulator 
lass. It 
an be used to
al
ulate inputs signal to a pro
ess given the pro
ess's output signal and a referens value.4.5.2 SunInfoThis module provides a 
lass whi
h 
al
ulates the time of sunrise and sunset given a date, latitude andlongitude.4.6 Programming Control S
riptProgramming a FreeSCADA is a
tually quite simple. Most 
ontrol s
ripts will start by reading data fromthe database using the DbVar and the DbDev 
lasses. Then, using the values of these datas it will de
ideweather to take a
tion or not. A typi
al a
tion would be to alter the state of some hardware in the system,su
h as for example turn of the water heater or something like that. This would be done using the HwDev
lass. If something goes wrong, a FreeSCADA alarm is raise using one of the Alarm 
lasses.4.6.1 Overview
• RUCS provides� DbDev read/write value of the devi
e in the database.� HwDev read/write value of the devi
e to the hardware.� DbVar read/write value of 
ontrol variables in the database.� DbRel 
omputation of a output given an input, using a graphi
ally de�ned fun
tion.� XxxAlarm Raises FreeSCADA alarms.� ControlS
ript Super 
lass whi
h 
ustom 
ontrol s
ripts extends.
• fsrp provides� Devi
e represents a FreeSCADA devi
e, i.e. a pei
e of hardware.� Properties represents a property of a devi
e. May be used to a
tually read and write states fromthe FreeSCADA hardware.4.6.2 Typi
al Stru
ture of a Control S
riptThis se
tion shows how a typi
al 
ontrol s
ript would look like. The 
ode listing below 
ode be used as askeleton when writing new 
ontrol s
ripts.#!/usr/lo
al/bin/ruby## Example of typi
al FreeSCADA Control S
ript stru
ture#require 'fsrp'require 'fslogi
d/ru
s'initialize_RUCS
lass CustomControlS
ript < ControlS
ripthttp://www.raditex.se 35



Raditex AB Control (2004-090-6)def initialize# 
reate 
ontrol variable obje
ts�dbvar_var1 = DbVar.new('var1')�dbvar_var2 = DbVar.new('var2')# ...# 
reate 
ontrol relation obje
ts�dbrel_rel1 = DbRel.new('rel1')�dbrel_rel2 = DbRel.new('rel2')# ...# 
reate database devi
e obje
ts�dbdev_dev1 = DbDev.new('dev1')�dbdev_dev2 = DbDev.new('dev2')# ...# 
reate hardware devi
e obje
ts�hwdev_dev1 = HwDev.new('dev1')�hwdev_dev2 = HwDev.new('dev2')# ...super(method('
ustom_pro
edure'), 1)enddef 
ustom_pro
edure# get values from variablevar1 = �dbvar_var1.getvar2 = �dbvar_var2.get# get values from relationoutput1 = �dbrel_rel1.get(intput1)output2 = �dbrel_rel2.get(intput2)# get values from db devi
esdbdev1 = �dbdev_dev1.get('property1')dbdev2 = �dbdev_dev2.get('property2')# get values from hw devi
eshwdev1 = �hwdev_dev1.get('property1')hwdev2 = �hwdev_dev2.get('property2')# get values from db devi
es�dbdev_dev1.set('property1', new_dbdev1)�dbdev_dev2.set('property2', new_dbdev2)# get values from hw devi
es�hwdev_dev1.set('property1', new_hwdev1)�hwdev_dev2.set('property2', new_hwdev2)# ...endend# Exe
ution starts here!begin 

s = CustomControlS
ript.new

s.loop36 Sep 6 9:29 2004
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ue Ex
eption => eDebugAlarm.new(__FILE__+':'+__LINE__.to_s, "Un
aught ex
eption:\n"+e)end4.7 Orderly shutdown and restart of s
riptWhen fslogi
d.rb is started it reads the database and starts those s
ript that are ready for running.If the user is sending the signal USR1 to fslogi
d.rb all its 
hildren are sent this signal. By establish asignal handler the 
hildren 
an do an orderly exit. The s
ript programmer is responsible for this.If the user is sending a 
hild a USR1 signal this signal is traped and the 
hild will do an orderly exit. Whenthe 
hild is terminated the parent fslogi
d.rb will noti
e this and restart the 
hild.The signal USR1 is reserved for this me
hanism.A short outline is presented here....def initialize...trap("USR1") {## Reseting variables and turning# devi
es off et
#exit(0)}...end...4.8 Running 
ontrol s
riptsNormally, all 
ontrol s
ripts are started by fslogi
d. In the FreeSCADA database, 
ontrol events are
onne
ted to the s
ripts. These 
ontrol events triggers fslogi
d to start the 
ontrol s
ripts. In order to
on�gure the database one uses the FreeSCADA graphi
al user interfa
e, fsgui.4.8.1 Running 
ontrol s
ripts manuallyHowever, during the development of a 
ontrol s
ript one might want to start a 
ontrol s
ript manually. Whendoing this, 
ommand line arguments must be supplied a

ording to the de�nition below.argv[1℄ hostnameargv[2℄ userargv[3℄ passwdargv[4℄ siteargv[5℄ s
ript_idargv[6℄ event_id./your_ruby_
ontrol_s
ript.rb lo
alhost fs s
ada site_db 1 14.9 Example 
ontrol s
riptsHere follows some real example of 
ontrol s
ripts. Further examples are available in the FreeSCADA 
ontrols
ript dire
tory /usr/lo
al/fslogi
d on a FreeSCADA installation.http://www.raditex.se 37



Raditex AB Control (2004-090-6)4.9.1 produ
e warm water!/usr/lo
al/bin/ruby######################################################################## 
v-produ
e_warmwater-0.1.rb## This s
rip 
he
ks for warmwater produ
tion 
riteria and# sets requrement variable in the database.########################################################################## su
k in 
lasses needed#require 'fslogi
d/ru
s'## Initialize base 
lasses#initialize_RUCS## Make an instan
e of ``ControlS
ript''#
lass MyControlS
ript < ControlS
ript## This method 
reates obje
ts we are interested in# def initialize�produ
e_warmwater = DbVar.new('produ
e_warmwater')�produ
tion_start_temp = DbVar.new('produ
tion_start_temp')�produ
tion_stop_temp_gt4vv = DbVar.new('produ
tion_stop_temp_gt4vv')�produ
tion_stop_temp_gt2a
k3 = DbVar.new('produ
tion_stop_temp_gt2a
k3')�gt2a
k2 = DbDev.new('GT2-ACK2')�gt2a
k3 = DbDev.new('GT2-ACK3')�gt4vv = DbDev.new('GT4-VV')## Here we de
ide how often this produ
tion_
he
k will run# super(method('produ
tion_
he
k'), 10)end## This method is the main loop# def produ
tion_
he
k## We 
olle
t information from the database# gt4vv_temp = �gt4vv.get('temperature')gt2a
k2_temp = �gt2a
k2.get('temperature')gt2a
k3_temp = �gt2a
k3.get('temperature')38 Sep 6 9:29 2004



Raditex AB Control (2004-090-6)## Depending on the temperature we set pro
udtion 
riteria# in the database# if gt2a
k2_temp < �produ
tion_start_temp.get orgt2a
k3_temp < �produ
tion_start_temp.get�produ
e_warmwater.set(1)elsif gt4vv_temp > �produ
tion_stop_temp_gt4vv.get andgt2a
k3_temp > �produ
tion_stop_temp_gt2a
k3�produ
e_warmwater.set(0)endendend## This is the a
tual starting of the program#begin 
s = MyControlS
ript.new
s.loop## Exeption handling#res
ue RuntimeEx
eption => eDebugAlarm.new(__FILE__+':'+__LINE__.to_s, "Un
aught ex
eption:\n"+e)res
ue Ex
eption => eDebugAlarm.new(__FILE__+':'+__LINE__.to_s, "Un
aught ex
eption:\n"+e)end############################################################################# END############################################################################
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Chapter 5Additional resour
es
5.1 RubyThere is many good books about Ruby. We espe
ially re
ommendsProgramming Ruby, The Pragmati
 Programmer's Guidehttp://www.ruby
entral.
om/book/index.html5.2 Ele
tri
al installation5.2.1 LightningLightning is a very mean ele
tri
al dis
harge that eats 
omputers. To prote
t your 
omputer read on.http://www.hvi.uu.se/IFH/askskydd.htmlhttp://www.hvi.uu.se/IFH/blixtskydd/blixtskydd.htmlhttp://www.hvi.uu.se/IFH/grundl_askskydd.html
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